Abstract. This paper describes the "Privacy-Enhancing Technology Users' Self-Estimation Scale (PET-USES)", a questionnaire that enables users to evaluate PET user interfaces for their overall usability and to measure six different PET aspects. The PET-USES is intended to be used during usability testing and evaluation of PET user interfaces. The focus of the PET-USES is the subjective experience of the user rather than the intrinsic PET functionality of the application being tested. Although the test has been developed within the PrimeLife 1 project to test the usability of PETs developed therein, the test is constructed in such a fashion that it should be applicable to a wide variety of PETs. The objective of this paper is to outline the creation and the background of the PET-USES questionnaire and invite the usability community not only to use the test, but also to contribute to the further development of the PET-USES.
Introduction
PET-USES (Privacy-Enhancing Technology Users' Self-Estimation Scale) is a questionnaire that enables users to evaluate PET User Interfaces (UIs). The reason for developing and using PET-USES was to be able to measure the perceived usability of UIs, both during single user trails and during large group walkthroughs of screen recordings.
Today there are a number of questionnaires measuring user experience, usability and various HCI (Human-Computer Interaction) aspects such as the hedonic quality [1] of software, websites, and services [2, 3] , to our knowledge none includes PETrelated issues.
Although there is no single widely accepted definition of PETs, they can be described as:
Privacy-Enhancing Technologies is a system of ICT measures protecting informational privacy by eliminating or minimising personal data thereby preventing unnecessary or unwanted processing of personal data, without the loss of the functionality of the information system. [4] This above definition is focused on the principle of data minimization whereas others focus more on privacy principles and legislation or how PETs give the user power over his/her own data [5] . There are also attempts to classify PETs into classes such as General PET Controls, Separation of Data, Privacy Management Systems, and Anonymisation Tools [6] .
One PET solution currently being investigate within the PrimeLife 2 project is an identity management system that solves a number of the above mentions issues and the usability evaluation of this system is the stepping stone for the development of the PET-USES. In short the system is comprised of a number of subsystems which relate to the handling and release of an individual's personal data. The PrimeLife system also informs the user of the trustworthiness of data recipient and to what extent the data recipient's privacy policy matches the desired privacy policy of the data subject.
The PET-USES consists of two major parts of questions: one part measuring overall usability and one part measuring PET aspects. Thus, the PET usability scales have a dual purpose. They evaluate the software's general usability and the extent to which the software assists the user in learning and understanding privacy related issues. An important feature of the measurement of PET aspects is the modularity of the questionnaire, enabling the inclusion or exclusion of scales measuring specific aspects based on the tasks and features being evaluated.
This text is organized as follows: Section 2 "Related Work" depicts current views on usability testing. The following Section 3 "The PET-USES Approach" describes development criteria for the PET-USES questionnaire and sketches the main modules. This is followed by a discussion in Section 4 on when and how the PET-USES can be employed. Section 5 gives a conclusion and shows next steps in testing the perceived usability of some PETs with the PET-USES questionnaire which version 1.0 is published in the Appendix.
Related Work
The PET-USES questionnaire is based on the ISO 9241 general standard of usability [7] as well as the more PET specific HCI guidelines presented by Patrick et al. 2003 [8] and utilized in the work with the PRIME 3 integrated identity management prototype [9] . The former defines usability as the "extent to which a product can be used by specified users to achieve specified goals with effectiveness, efficiency, and satisfaction" whereas the latter promotes the four categories comprehension (to understand or know), consciousness (be aware or informed), control (to manipulate or be empowered) and consent (to agree). Although the two views might seem divergent at first they can readily be combined within the structure of usability testing proposed by Hornbaek [10] . Based on a review of 180 studies, published in core HCI journals and proceedings, he argues for a change in terminology from the ISO 9241, to better encompass what is actually being measured. The relationship between the concepts of Hornbaek, ISO 9241, HCI Guidelines and generally often used measures of usability can be seen below ( Table 1) . Thus, by using the terminology of Hornbaek, one can for instance investigate the outcomes of using a particular interface in terms of Effectiveness of Goal Completion but also in terms of User Value and what the user learns from the interaction. This framework makes it easy to integrate the above-mentioned constructs into one model as well as adding further constructs if that should be deemed necessary.
The PET-USES Approach
The PET-USES scale General Usability is measured as a composite of the sub-scales Ease of Learning, Ease of Use and User Value. The rationale for differentiating between the sub-scales Ease of Learning and Ease of Use is that intuitive interfaces are perceived to have a better learnability whereas a less intuitive interface can be used easily only once the user gets accustomed to it. It is also noteworthy that the General Usability value will be less influenced by perceived User Value than Ease of Learning and Ease of Use. This reflects the fact that, although user value is an important driver for software adoption the focus of the PET-USES lies more on the usability than on the perceived benefits of a system.
The PET aspects modules currently developed are derived from the user-controlled identity management approach of the projects PRIME and PrimeLife: Data Management, Credential Management, PrivPrefs 5 , Recipient Evaluation, Data Release, and History. They can all be used to evaluate specific PET-related functionality of software or websites. The entire PET-USES questionnaire (including all modules) and its items can be found in the appendix.
The focus of the scales are the following privacy-critic areas: − Data Management: The extent to which the system makes it easier to store and organize personal information. This scale can be used to evaluate all types of identity management software and services. − Credential Management: The extent to which the system makes it easier to store and organize credentials and other certificates. This scale can be used to evaluate identity management systems that include issued claim credentials (e.g. the Higgins project 6 ). − PrivPrefs: This scale is designed to measure the extent to which the system makes it easier to set general and excessive levels for data release policies and to what extent the user is informed of unwanted data dissemination. Thus, an aspect of this scale is the decision support qualities of the system. − Recipient Evaluation: the extent to which the system helps users to evaluate the data recipients' credibility and trustworthiness. This scale can also be regarded in terms of decision support. − Data Release: The extent to which the system clarifies what personal information is being released and who is the recipient of the data. − History: The extent to which the system can show the user when, what and, to whom personal information has been released and thus provide an overview of what data any given service provider might have accumulated. Effectiveness and efficiency are often measured in a more objective fashion than the user self-estimations of the PET-USES. The effectiveness of a given interface can for instance be measured in terms of task completion time and efficiency in terms of quality of task solution [11] and, of course, optimally usability evaluations should be comprised of a combination of self-estimation and more objective measurements. It should, however, be pointed out that these types of measurement requires fully functional interfaces and both logging of behavior and knowledge of desired outcomes whilst the PET-USES can be used in a much earlier stage to measure users perception as estimates of effectiveness and efficiency.
Practical considerations such as time and effort to answer the questions can prevent the PET-USES to measure all of the categories mentioned in Table 1 in separate scales and hence several of the categories will have to be combined into more general domains.
Discussion
A fundamental principle of self-estimation scales is that all questions are thought to measure an aspect of construct of interest. Thus, all questions are thought to be exchangeable with other questions that also measure a related aspect of the same construct. An important aspect of this fact is that the focus of measurement is rather the aggregated data of all the questions of a module than on the specific questions themselves. This idea, of course, is analogous to any type of sampling and point estimation. As with any sampling procedure more observations lead to better estimations. However, when it comes to self-ratings, time constraints are the biggest obstacles to extensive sampling.
In essence, all self rating scales are constructed in a similar fashion containing a stimuli and some way for the participant to rate this stimuli. The PET-USES is constructed as a number of Likert scales [13] . Thus, in accordance with the principle of Likert scales, the stimuli used are a number of statements and users are asked to rate to what extent they agree or disagree with these statements. The response format used in the PET-USES is a five point scale. Thus it is possible for the user to respond in a neutral fashion unlike in a forced choice scale. It should be noted that it is possible to utilize other response formats such as any number of values or a Visual Analogue Scale [14] . There is quite some debate (see for example [13, 15] ) over the level of measurement of the added values of the Likert scales and if they should be treated as ordinal or interval data. The basic argument for viewing the scales as being ordinal is that it is impossible to create a subjective scale with equal distances between response options. On the other hand, it is possible to argue that there are in fact equal distances between the response options as respondents are using the numbers one to five, not the verbal descriptions. The main reason for purporting the notion of the scales being interval is of course the possibility to use parametrical tests.
Evaluating scales
All measurement needs to be evaluated in terms of reliability and validity. As the individual questions of a scale are thought to measure the same construct, the most fundamental evaluation of a scale is one of internal consistency. The basic principle is that respondents should answer the questions in a coherent manner, that is, if a respondent scores high on one statement of a given scale s/he should score rather high on other statements measuring the same underlying construct. If this is not the case, the items are thought to measure different constructs. Additionally, as different underlying constructs are supposed to be independent from each other, items measuring different underlying constructs should not correlate highly. The statistical technique used to estimate internal consistency is Chronbach's alpha and factor analysis to assess the underlying constructs as such [16] .
Tests such as Chronbach's Alpha, however, say nothing about what the test actually measures even though it might measure it satisfactory. In order to understand what a scale actually measures we need to assess its external validity. As some aspects of the PET-USES measure constructs which are also possible to measure in other ways, the questionnaire should be evaluated against these criteria. For instance, as the sub-scales Ease of Learning and Ease of Use both are aspects of Efficiency they could be correlated with measurements of quality of solutions or such.
When to use the PET-USES
The main reason for conducting usability tests is to discriminate between usable and not usable interfaces either during the design process or in comparisons between different systems. Typical use-cases for the PET-USES include both of these scenarios. Thus, PET-USES can be used both in order to compare the perceived usability strengths and weaknesses between different interfaces, and, in order to aid interface designers during the design process through administrating the test at various steps in the process. However, as during all statistical testing, the possibility to find significant results is dependent on the power of the investigation. As usual there are only two ways to achieve statistical power: a bigger sample or a bigger effects size. When it comes to comparing existing interfaces a bigger effects size can be achieved both by choosing interfaces that are evaluated as being extremely good and bad and by inviting more of the current user base into the evaluation. During interface design, especially during fast iterations, the differences between versions are usually quite small and the tested user group rather small and hence the power of a test such as the PET-USES will become quite small. This should be taken into consideration when planning when to use the PET-USES as it will be more useful evaluating clear steps in the design process. In order to gain power by adding more respondents without having to do a great number of complete user tests it is possible to do large group walkthroughs of screen recordings. An additional feature of this method is that it is possible to do user tests on interfaces without any functionality.
So far the usage of PET-USES is rather limited, but it has been incorporated in usability studies performed by Center for Usability Research and Engineering (CURE). Although not enough data has yet been collected for formal statistical evaluation of the PET-USES, feedback from both practitioners and users show that the test is easy to use.
The CURE web service
In order to facilitate both the use and the evaluation of the PET-USES, a web service is set up at CURE 7 . The site enables research companies to use the PET-USES questionnaire for their evaluations and will be open to all who wish to use the PET-USES on the premises that the collected PET-USES data will be used to gather feedback and further develop the questionnaire and its scales. In addition to using the scales of the PET-USES researchers in this area will have the possibility to suggest new modules for inclusion in the sub-scale battery to reflect the ever changing field of PETs. Data provided on the website will be anonymized and treated confidentially. Only those conducting the research and the creators of the PET-USES (i.e. Karlstad University and CURE) will have access to the data provided. Users of the site who wish to retain data from other sources than the PET-USES are of course allowed to do so, but in order to evaluate the PET-USES users are encouraged to provide data, such as the maturity of the tested system or correlations with other measurements as a part of the validation of the test.
Conclusion
The PET-USES presented in this paper is a questionnaire which focuses on measures of both aspects of General Usability and specifically tailored scales that measure the usability of PET solutions. The test is grounded in current views on usability and the experience so far of using the test show that both practitioners and users report that the PET-USES is easy to use. The CURE web service for using the PET-USES is open to PET researchers who wish to evaluate PET UIs.
